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[TPOKYPATYPA

ropoga HuxxHeBapToBCKa

KnbepnpecTynneHns, ycTaHOB/IeHHAast 3aKOHOM OTBETCTBEHHOCTb 3a UX
COBepLUEHNe 1 Cnocobbl NpeaoTBpPaLLeHUs

KunbepnpectynneHne — 3710 ob6liee Ha3BaHuWe ANA BCEX TUMOB KPUMMWHaNbHOWN
aKTMBHOCTKW, COBEPLUAEMOA C WUCMOJ/Ib30BAHWEM BbIYUC/IUTENIbHLIX MaALWWUH  1/uan
WHTepHeTa. KwnbepnpecTynneHve MOXET COBepLIaTbCs C MOMOLWbI  PasnyHbIX
MeTOLOB W WHCTPYMEHTOB, Hanpumep, (QULIMHI, BUPYCbl, LUMMUOHCKOE MPOrpamMmmHoe
obecneyeHne, NPOrpaMMbl-BbIMOTaTeNIN U COLMaNbHAA WHXEHEPUS — udallle BCEro C
LeNb0 KPaXXW IMYHbIX AAHHBIX WU (DMHAHCOBbLIX CPeaCTB.

KunbepnpectynHocTb B Poccuiickon ®eaepaunmn Ha CerofgHAWHNIA feHb AoCTUrNa
00/MbWOro  pasmaxa, Yemy  4pes3BblYaiHO  MOCNOCOGCTBOBANO  MOBCEMECTHOE
MOAKMOYEHME rpaXiaH K UHPOPMAaLMOHHO-TENEKOMMYHUKaUNOHHAA CeTU «HTepHeT»
C MOMOLLbIO HOYTOYKOB, CMapT(OHOB, MMAHLIETOB U APYrnX YCTPOMCTB, M MO Npasy
CUMTAETCA OLHOWN M3 camblX NPUOBLIbHBIX Cep KPUMUHAILHOTO 613Heca B Lie/IOM.

PaccMOTpUM HEKOTOpble pacrnpoCcTpaHeHHble BUAbI KubepnpecTynieHnin. O4HUM
N3 HUX ABNAETCA KMOEepPMOLUEHHMYECTBO, LENbKD KOTOPOro ABNAETCA NPUYMHEHUE
mMaTepuasbHOro WAM  WMHOro yulepba nyTeM XWLWEHUS JINYHOW  UHGopMaLmu
nonb3osBarens (HoMmepa 6aHKOBCKMX CYETOB, MacrnopTHble AaHHble, KOAbl, Maponu u

Hanbonee pacnpocTpaHeHHbIM BUAOM KuWOGEpMOLLUEHHMYECTBA ABNAETCA Tak
Ha3blBaeMbI «CKUMMUWHI». Ero cyTb 3akiw4yaeTtcd B TOM, 4YTO C MNOMOLLbIO
TEXHUYECKMX CPEeLCTB MPECTYNHUKU KOMUPYHT MArHUTHYH MOM0CY KapTbl U
CUMTBLIBAIOT ee MNWH-KOA4. Ha OCHOBE MOJMYYEHHbIX [daHHbIX OHW W3roTaBAUBAaOT
noAAe/ibHY0 NAacTUKOBYH KapTy, NPy UCMONb30BaHUM KOTOPOW AEeHbIN CNUCbIBAKOTCA
C opuruHana.

Apyroii cnoco6 KubepMOLUEHHUYeCTBA - «(PULINHI», KOrga npecTynHUKK
nonyyarwT WHGopMaLUi0 O KapTe [AWCTaHUMOHHO. [nd 3TOr0 OHWM MPUCbINAKT
rpaxgaHnuHy SMS ¢ npocbboil COOOWUTL MWUH-KOL W CVV-KOA4, MpeacTaBnssich
coTpyaHMKaMn baHka.

B uenax nNpoTMBOAEWCTBMA  PasBUTUIO U POCTY  KMOepnpecTynHOCTH,
(befepasibHbIM  3aKOHOZATENeM YCTaHOB/IEHa topuanyeckas OTBETCTBEHHOCTb 3a
COBepLUEHME [aHHOT0 poja AesHNIA.

CornacHo 4. 1 ct. 159.6 YronoBHOro Kogekca Poccuitckoii degepaumv nop
MOLUEHHUYECTBOM B c(epe KOMMbIOTEPHON WHMOPMaLUN MOHUMAETCS XULLEHUe
YYXKOro MMyLLecTBa WaM NpUOOpeTeHMe MpaBa Ha 4YyXKoe UMYLLeCTBO MyTeM BBOAQ,
yfaneHus, 610KMPOBaHMA, MOAU(PUKaLMM KOMMNbIOTEPHON MHMOPMaLUM mbo MHOro



BMeLlaTeNbcTBa B (DYHKLMOHUPOBaHME CPeACcTB XpaHeHus, 06paboTkM unv nepegayu
KOMMbIOTEPHON MH(OPMaLMM UM MHGOPMALMOHHO-TENEKOMMYHUKALMOHHbIX CETENA.

3a gaHHOe npecTynfeHWe MpeaycMoTpeHa YrosioBHas OTBETCTBEHHOCTb B BUAe
wTpada B pasmepe A0 120 ThicAY py6neit nnm B pasmepe 3apaboTHOW MaaTbl MW MHOMO
[0X0[4a OCY>X[AEHHOro 3a Nepunof A0 OAHOro roga, NMMbo ob6s3aTesnibHble paboThl Ha CPOK
fo 360 uacos, nM60 wucnpasuTeNnbHble paboTbl Ha CPOK [0 OAHOro roga, nvéo
orpaHuyeHne cBo6OAbl Ha CPOK A0 ABYX NeT, NMM60 NpuHyauTEeNbHbIE paboTbl Ha CPOK
[0 [BYX f1eT, 60 apecT Ha CPOK A0 YeTblpex MecsLEes.

MOLIEHHNYECTBO B Chepe KOMMbHOTEPHON WHMDOpMauuMnW, COBEPLUEHHOE
NOCpPeACTBOM  HEMpPaBOMEPHOro AOCTyMa K KOMMbHOTEPHOW  MHMOpMaUun  mnm
MOCPeACTBOM  CO3[4aHWUS,  WUCMOMb30BAHUS U PacnpocTpaHeHUs  BPELOHOCHbIX
KOMMNbKOTEPHbIX NporpaMmm, TpebyeT AONONHUTENbHON KBanu(MKauum no cT. cT. 272,
273 nnn 274.1 YTonoBHOro Kogekca Poccuiickoin ®epepauuu.

CornacHo 4. 1 cT. 159.3 ¥YronoBHOro kogekca Poccuitickoi depepaumm Mog
MOLLEHHMYECTBOM C MCMO/MIb30BAHMEM MNATEXHbLIX KapT MOHMMAETCS XULLEHNE YyXKOro
MMYLLECTBA, COBEPLUEHHOE C WCNO/Ib30BaHWeM MNOAAENbHOMW WAM MpUHaLNeXallen
APYrOMYy NUUy KPeauTHOW, pacyeTHOM MAW WMHOM NNaTeXHOW KapTbl nyTeM o6MmaHa
YNO/ITHOMOYEHHOr0 paboTHMKA KpeaUTHOW, TOProBON MW UHOI OpraHu3aumnm.

YKazaHHOe [esiHMe HaKa3blBaeTcs wTpadom B pasmepe Ao 120 Twicay pyb6nein
WA B pasmepe 3apabOTHOM MnaTbl WAM UHOTO [J0X0fa OCYXAEHHOro 3a nepuog Ao
OfHOro roga, nmbo ob6sA3ateNbHbIMKM paboTammM Ha Ccpok pfo 360 uyacos, nM6O
McrnpaBuTeNbHbIMKM paboTaMn Ha CPOK A0 OA4HOro roga, Mb6o orpaHUYeHrem cBOGOAbI
Ha CPOK A0 ABYX neT, Nnbo NpuHyauUTeNbHbIMKM paboTaMu Ha CPOK A0 ABYX NeT, Nnbo
NULleHnem cBob60bl Ha CPOK A0 TPeX JeT.

YT0NOBHO-HaKa3yemMbiM fAesHWeM SBNSETCS WU3rOTOBNEHMe, MpuobpeTeHue,
XpaHeHne, TPaHCMOPTUPOBKA B LENSX WCMONb30BaHMA unM CcbbiTa NOAAENbHbIX
NNaTeXHbIX KapT, a TakXe CO6bIT NOoAAeNbHbIX MNAATEXHbIX KapT. Takke 3aKOHOM
yCTaHOB/IeHa OTBETCTBEHHOCTb 3@  M3rOTOB/IEHWe, MPUOOpPEeTEeHMe,  XpaHeHue,
TPaHCNOPTUPOBKY B LENAX WCMNONb30BaHWA WM  CObiTa 3NEKTPOHHbLIX CPeAcTs,
TEXHUYECKMX  YCTPOWNCTB, KOMMbIOTEPHbIX Nporpamm, npeAHasHaYyeHHbIX A1
HeMpaBOMEPHOr0 OCYLLECTBEHNS MPMEMA, BblJaun, NepeBoa AeHEXHbIX CPeAcTB.

MpoTnMBOAENCTBME  KMOEPNPEeCcTYnaeHMsAM  OTHOCMTCA K KOMMETEeHLUMK
MpPaBOOXPaHUTE/IbHbIX OPraHoB, YMNOJHOMOYEHHbIX Ha 06ecrevyeHne MHHDOPMALMOHHON
6e3onacHoCTM. BmecTe ¢ TeM, pAAOBble MOMb30BaTeNI TakXe MOTryT CYLLeCTBEHHO
nocnoco6cTBOBaThH MPECEeYEHN0 pocTa KMbepnpecTynHOCTH, 3a6N10KMPOBaB OCHOBHOW
MeTOZ  pacnpocTpaHeHUs  KMbepnpecTynjeHwid:  BPeLOHOCHOE  MporpamMmmHoe
obecneyeHwe.

Takxe, B Lenax npegynpexneHns KnbepnpecTynieHnin nonb3oBaTensam cnegyet
MPUAEPXMNBATLCA CNEAYOLWNX Mep MH(POPMaUMOHHON 6e30NacHOCTU: He 3arpyxartb
(hait/ibl U3 HENPOBEPEHHbIX MCTOYHMKOB; HE NEPEXOAMTb MO CCbl/IKaMm, COAepXallmMcs B
3NEKTPOHHbIX MUCbMax He3HaKOMbIX OTNpaBUTeNel; He cooblaTtb HUKOMY CBOM

naposn n 1nYyHble AaHHbIE.



OpHuM 13 Hanbonee 3PPEKTUBHLIX METOLOB 3aLUTbl MEPCOHaNIbHbIX [LAHHbIX,
cofepxalymxcs Ha  KOMMbIOTEPHbIX M MOOWMbHbLIX  YCTPOMCTBAX, oT
HeCaHKLMOHMPOBAHHOIO  JOCTyna KWOeprnpecTynHWKOB  MNO-MPEeXHemMy  ABMAETCH
MCMNONb30BaHNe COBPEMEHHbIX U Ka4eCTBEHHbIX aHTUBUPYCHbBIX NPOrpamMm.

O cTaBWMX WU3BECTHbIMM (paKTax COBEpPLUEHUS KubepnpecTynieHWin, cnepyet
He3ame4/IMTeNIbHO CO0OLWMTbL B OpraHbl BHYTPEHHUX fen.



